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The increasing use of satellite navigation systems in 
ordinary life application, is demanding more and more 
protection of the position information, in order to provide 
not only accurate solutions, but also reliable and 
"trustable" information. For this reason, new algorithms, 
strategies techniques are being investigated and designed, 
in order to provide added value features to satellite 
navigation receivers. In particular it is gaining relevance 
the possible spoofing that may threat the receivers; if in the 
past this has been a specific problem restricted to military 
or sensitive applications, with the wide use of GNSS in 
critical networked infrastructures and commercial services 
(e.g., road tolling, vehicle insurance schemes), the 
malicious interest in cheating the receiver or in disrupting 
the nominal operations isexpected to increase. 
It is well known that spoofing is more sinister than 
intentional interference because the target receiver might 
not detect the attack and consequently generate erroneous 
data. Within the described scenario, the importance for the 
GNSS community of investigating spoofing and anti-spoofing techniques is essential. In this paper we 
investigate the possible use of multipath estimation 
techniques as spoofing detector, relying on the likelihood 
of the estimated parameters with respect to a multipath 
affected scenario. In particular we focus on the Coupled 
Amplitude Delay Locked Loops (CADLL) structure that 
was proposed in [5][6] for multipath robust receivers. The 
CADLL was originally designed as a pure multipath 
estimation and mitigation architecture. However, its ability 
to accurately estimate the multipath rays features (and their 
evolution in time) allows to use it to detect spoofing 
signals coming into view.



Detection of Spoofing Threats by Means of Signal Parameters Estimation / Dovis, Fabio; Xin, Chen; Antonio, Cavaleri; Ali, Khurram; Pini, Marco. - ELETTRONICO. - (2011), pp. 416-421. (Intervento presentato al  convegno 24th International Technical Meeting of The Satellite Division of the Institute of Navigation (ION GNSS 2011) tenutosi a Portland, OR (USA) nel September 20 - 23, 2011).
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				The increasing use of satellite navigation systems in 
ordinary life application, is demanding more and more 
protection of the position information, in order to provide 
not only accurate solutions, but also reliable and 
"trustable" information. For this reason, new algorithms, 
strategies techniques are being investigated and designed, 
in order to provide added value features to satellite 
navigation receivers. In particular it is gaining relevance 
the possible spoofing that may threat the receivers; if in the 
past this has been a specific problem restricted to military 
or sensitive applications, with the wide use of GNSS in 
critical networked infrastructures and commercial services 
(e.g., road tolling, vehicle insurance schemes), the 
malicious interest in cheating the receiver or in disrupting 
the nominal operations isexpected to increase. 
It is well known that spoofing is more sinister than 
intentional interference because the target receiver might 
not detect the attack and consequently generate erroneous 
data. Within the described scenario, the importance for the 
GNSS community of investigating spoofing and anti-spoofing techniques is essential. In this paper we 
investigate the possible use of multipath estimation 
techniques as spoofing detector, relying on the likelihood 
of the estimated parameters with respect to a multipath 
affected scenario. In particular we focus on the Coupled 
Amplitude Delay Locked Loops (CADLL) structure that 
was proposed in [5][6] for multipath robust receivers. The 
CADLL was originally designed as a pure multipath 
estimation and mitigation architecture. However, its ability 
to accurately estimate the multipath rays features (and their 
evolution in time) allows to use it to detect spoofing 
signals coming into view.
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					simulazione ASN

					
				

				
					Il report seguente simula gli indicatori relativi alla propria produzione scientifica in relazione alle soglie ASN 2023-2025 del proprio SC/SSD. Si ricorda che il superamento dei valori soglia (almeno 2 su 3) è requisito necessario ma non sufficiente al conseguimento dell'abilitazione.
La simulazione si basa sui dati IRIS e sugli indicatori bibliometrici alla data indicata e non tiene conto di eventuali periodi di congedo obbligatorio, che in sede di domanda ASN danno diritto a incrementi percentuali dei valori. La simulazione può differire dall'esito di un’eventuale domanda ASN sia per errori di catalogazione e/o dati mancanti in IRIS, sia per la variabilità dei dati bibliometrici nel tempo. Si consideri che Anvur calcola i valori degli indicatori all'ultima data utile per la presentazione delle domande.

La presente simulazione è stata realizzata sulla base delle specifiche raccolte sul tavolo ER del Focus Group IRIS coordinato dall’Università di Modena e Reggio Emilia e delle regole riportate nel DM 589/2018 e allegata Tabella A. Cineca, l’Università di Modena e Reggio Emilia e il Focus Group IRIS non si assumono alcuna responsabilità in merito all’uso che il diretto interessato o terzi faranno della simulazione. Si specifica inoltre che la simulazione contiene calcoli effettuati con dati e algoritmi di pubblico dominio e deve quindi essere considerata come un mero ausilio al calcolo svolgibile manualmente o con strumenti equivalenti.
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