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The current device-centric protection model against security threats has serious limitations.
On one hand, the proliferation of user terminals such as smartphones, tablets, notebooks, smart TVs, game consoles, and desktop computers makes it extremely difficult to achieve the same level of protection regardless of the device used.
On another hand, when various users share devices (e.g. parents and kids using the same devices at home), the setup of distinct security profiles, policies, and protection rules for the different users of a terminal is far from trivial.
In light of these problems, this article advocates for a paradigm shift in user protection.
In our model, protection is decoupled from users’ terminals, and it is provided by the access network through a trusted
virtual domain.
Each trusted virtual domain provides unified and homogeneous security for a single user irrespective of the terminal employed.
We describe a user-centric model where nontechnically savvy users can define their own profiles and protection rules in an intuitive way.
We show that our model can harness the virtualization power offered by next-generation access networks, especially from network functions virtualization in the points of presence at the edge of telecom operators.
We also analyze the distinctive features of our model, and the challenges faced based on the experience gained in
the development of a proof of concept.
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				Abstract

				The current device-centric protection model against security threats has serious limitations.
On one hand, the proliferation of user terminals such as smartphones, tablets, notebooks, smart TVs, game consoles, and desktop computers makes it extremely difficult to achieve the same level of protection regardless of the device used.
On another hand, when various users share devices (e.g. parents and kids using the same devices at home), the setup of distinct security profiles, policies, and protection rules for the different users of a terminal is far from trivial.
In light of these problems, this article advocates for a paradigm shift in user protection.
In our model, protection is decoupled from users’ terminals, and it is provided by the access network through a trusted
virtual domain.
Each trusted virtual domain provides unified and homogeneous security for a single user irrespective of the terminal employed.
We describe a user-centric model where nontechnically savvy users can define their own profiles and protection rules in an intuitive way.
We show that our model can harness the virtualization power offered by next-generation access networks, especially from network functions virtualization in the points of presence at the edge of telecom operators.
We also analyze the distinctive features of our model, and the challenges faced based on the experience gained in
the development of a proof of concept.
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					simulazione ASN

					
				

				
					Il report seguente simula gli indicatori relativi alla propria produzione scientifica in relazione alle soglie ASN 2023-2025 del proprio SC/SSD. Si ricorda che il superamento dei valori soglia (almeno 2 su 3) è requisito necessario ma non sufficiente al conseguimento dell'abilitazione.
La simulazione si basa sui dati IRIS e sugli indicatori bibliometrici alla data indicata e non tiene conto di eventuali periodi di congedo obbligatorio, che in sede di domanda ASN danno diritto a incrementi percentuali dei valori. La simulazione può differire dall'esito di un’eventuale domanda ASN sia per errori di catalogazione e/o dati mancanti in IRIS, sia per la variabilità dei dati bibliometrici nel tempo. Si consideri che Anvur calcola i valori degli indicatori all'ultima data utile per la presentazione delle domande.

La presente simulazione è stata realizzata sulla base delle specifiche raccolte sul tavolo ER del Focus Group IRIS coordinato dall’Università di Modena e Reggio Emilia e delle regole riportate nel DM 589/2018 e allegata Tabella A. Cineca, l’Università di Modena e Reggio Emilia e il Focus Group IRIS non si assumono alcuna responsabilità in merito all’uso che il diretto interessato o terzi faranno della simulazione. Si specifica inoltre che la simulazione contiene calcoli effettuati con dati e algoritmi di pubblico dominio e deve quindi essere considerata come un mero ausilio al calcolo svolgibile manualmente o con strumenti equivalenti.
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