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One of the key issues in QKD is the rather limited data rate at which the secret key can be generated. This paper explores the use of twin beams in a PDC process for imaging CCD devices whose photon counts in symmetric pixel positions can be used to generate secret keys. The fundamental reason is that the two beams are entangled in the photon number state and measurements of the correlation statistics should theoretically expose the presence of the eavesdropper. Via a binning approach the photon counts at Alice and Bob who each image one of the two beams, can be turned into discrete labels that represent elements of the raw key that needs further reconciliation and privacy amplification. Discrepancies between the photon counts can be modeled via a fictitious discrete memoryless channel. Furthermore, the use of multi-pixels images allows to create a number of parallel channels for generation of secret keys, thus significantly boosting the achievable key rate.
This work explores the derivation of proper channel models for this application starting from measured data and the optimization of the secret key rate. Trade-offs between error probability and key rate are analyzed, with the final goal of maximizing the system Shannon capacity.
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				One of the key issues in QKD is the rather limited data rate at which the secret key can be generated. This paper explores the use of twin beams in a PDC process for imaging CCD devices whose photon counts in symmetric pixel positions can be used to generate secret keys. The fundamental reason is that the two beams are entangled in the photon number state and measurements of the correlation statistics should theoretically expose the presence of the eavesdropper. Via a binning approach the photon counts at Alice and Bob who each image one of the two beams, can be turned into discrete labels that represent elements of the raw key that needs further reconciliation and privacy amplification. Discrepancies between the photon counts can be modeled via a fictitious discrete memoryless channel. Furthermore, the use of multi-pixels images allows to create a number of parallel channels for generation of secret keys, thus significantly boosting the achievable key rate.
This work explores the derivation of proper channel models for this application starting from measured data and the optimization of the secret key rate. Trade-offs between error probability and key rate are analyzed, with the final goal of maximizing the system Shannon capacity.
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					simulazione ASN

					
				

				
					Il report seguente simula gli indicatori relativi alla propria produzione scientifica in relazione alle soglie ASN 2023-2025 del proprio SC/SSD. Si ricorda che il superamento dei valori soglia (almeno 2 su 3) è requisito necessario ma non sufficiente al conseguimento dell'abilitazione.
La simulazione si basa sui dati IRIS e sugli indicatori bibliometrici alla data indicata e non tiene conto di eventuali periodi di congedo obbligatorio, che in sede di domanda ASN danno diritto a incrementi percentuali dei valori. La simulazione può differire dall'esito di un’eventuale domanda ASN sia per errori di catalogazione e/o dati mancanti in IRIS, sia per la variabilità dei dati bibliometrici nel tempo. Si consideri che Anvur calcola i valori degli indicatori all'ultima data utile per la presentazione delle domande.

La presente simulazione è stata realizzata sulla base delle specifiche raccolte sul tavolo ER del Focus Group IRIS coordinato dall’Università di Modena e Reggio Emilia e delle regole riportate nel DM 589/2018 e allegata Tabella A. Cineca, l’Università di Modena e Reggio Emilia e il Focus Group IRIS non si assumono alcuna responsabilità in merito all’uso che il diretto interessato o terzi faranno della simulazione. Si specifica inoltre che la simulazione contiene calcoli effettuati con dati e algoritmi di pubblico dominio e deve quindi essere considerata come un mero ausilio al calcolo svolgibile manualmente o con strumenti equivalenti.
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